
Appendix D
STREAMLINING THE TERRORISM-RELATED INFORMATION SHARING AND ACCESS AGREEMENT DEVELOPMENT PROCESS AND INCORPORATING PRIVACY, CIVIL RIGHTS, AND CIVIL LIBERTIES BEST PRACTICES WORKSHEET


	Agency POC
	Step or Action Under Consideration by Stakeholders
	Page # 
	Status
	Agency Response

	I. INTRODUCTION (Overview:  No Action Required)

	II. BACKGROUND ON PROTECTING PRIVACY, CIVIL RIGHTS, AND CIVIL LIBERTIES (P/CRCL) IN THE ISE (Overview:  No Action Required)

	III. DEVELOPING A DATA SHARING/AGGREGATION AGREEMENT OR INITIATIVE BEFORE YOU WRITE AN INFORMATION SHARING AND ACCESS AGREEMENT (ISAA)

	A. Involve Stakeholders as Soon as Possible

	
	A critical first step to streamlining the ISAA process is the identification of stakeholders who have responsibilities related to the development or implementation of the ISAA.  If your agency has an established ISAA management process or a chief information sharing officer, the responsible office may be able to direct you to the appropriate points of contact.  Essential stakeholders from both the providing and requesting parties include:  
· The providing agency.
· A representative from the office of general counsel.
· Representatives from the office(s) with agency-wide responsibility for P/CRCL or the component-specific P/CRCL officer (as applicable).
· The information sharing executive at a department level (if any).
· A representative of the chief information officer. 
· The intended users and business owners. 
· Key points of contacts (e.g., management, technical, and operation and maintenance support process [e.g., service-level agreements]). 
ISAA stakeholders are urged to fully engage P/CRCL professionals early in the planning stage and to sustain an ongoing consultative relationship thereafter. 
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	Once the stakeholders for the ISAA development process have been identified, stakeholders should be tasked to identify officials who will be responsible for reviewing the terms of the contemplated ISAA prior to signature.  
	5
	
	

	
	Stakeholders should also know how long the review process typically takes and be able to identify the appropriate signatories to the contemplated ISAA, if these have not been affirmatively delegated responsibilities.
	5
	
	

	
	It is important that the stakeholder move in tandem throughout the comment, adjudication, and approval process (i.e., that all comments are fully adjudicated before each agreement participant moves to the next round of comments). 
	5
	
	

	B. Develop Your Concept for the Initiative

	
	Stakeholders should participate in the development of the concept for the ISAA.  They should allot an appropriate amount of the time to lay the groundwork for the initiative to ensure that stakeholders understand following four aspects of the ISAA:
· The objectives of the information sharing initiative
· The provenance and context of the data
· Any limitations on dissemination
· The intended method for sharing or aggregating the information
	5
	
	

	1. What Are the Specific Purposes of the Information Sharing Initiative?

	
	Representatives of the requesting agency need to describe with some specificity the intended purposes for which the information is requested and the role of the requested information in achieving those purposes.  Note that the purpose of the initiative must tie into the underlying mission of the requesting agency and its enabling authority. 	
	6
	
	

	
	Representatives of the requesting agency should identify all of the intended uses and users of the information during the initial negotiations.  Appropriately drafted ISAAs limit the uses and categories of users of the information shared.
· This is especially significant when the information shared has not yet been identified as terrorism information; the receiving agency cannot use the information for purposes other than those identified in the ISAA. 
· If the intended uses are not identified in the ISAA, parties may seek to amend the existing agreement in order to provide for new uses or users. 



	6
	
	

	2. Who Are the Intended Users?

	
	Stakeholders need to have a sufficient understanding of who, functionally, within the receiving agency will be using the information.  This information assists stakeholders in determining whether the receiving agency is authorized to obtain and use the information. 
	6
	
	

	
	Privacy professionals also may need to understand the purpose for and authority under which the information was collected by the providing agency in order to analyze the appropriateness of the receiving agency’s authority to and anticipated use of the information.  
	7
	
	

	
	Stakeholders should identify what system of records the shared information will be incorporated into at the receiving agency if the Privacy Act is applicable.
· Stakeholders must determine whether the published destination system of records describes as “covered”  the type of information that is intended to be shared; if not, either the sharing request must be denied or the System of Records Notice (SORN) updated, as appropriate.
	7

	
	

	
	If the intended ups of the information is beyond the scope of the providing agency’s routine use, then the providing agency should consider whether sharing is appropriate. If not, either the sharing request must be denied, or alternatively, the parties’ SORNs could be updated , as appropriate, to accommodate the sharing. 
	7
	
	

	3. What Data Is to Be Shared or Aggregated?

	
	The stakeholders should gather key facts regarding the information to be shared or aggregated, including:
· The type of information sought, including its sensitivity.
· The source and context of the information.
· The accuracy of the information.
· The types of safeguards currently applied to the data, if any (e.g., encryption, anonymization, presearch authorizations and restrictions, additional limits on user accesses, additional audit and monitoring requirements, additional authorizations/preapprovals prior to disseminations).
· P/CRCL professionals will then be equipped to assess the potential impact on individuals and to devise protections to mitigate the potential risks associated with the sharing and use of the information.


	7
	
	

	a. Type of Information

	
	A crucial step in developing a concept for the initiative is understanding the type of information sought and the sensitivity of information contained within.
	8
	
	

	
	As a threshold matter, the stakeholders should determine whether some or all of the information is personally identifiable information (PII).
	8
	
	

	
	If the dataset or system contains PII, stakeholders should also determine whether the information is Protected Information (i.e., subject to protection under executive order, statute, regulation, policy, or other regime). Proposed initiatives involving elements of the Intelligence Community (IC) should review the full text of this section of the Framework for further details, particularly regarding the use of U.S. person (USPER) information.
	8
	
	

	
	Stakeholders must determine whether the requested dataset/system contains information that may implicate an individual’s constitutional rights and liberties under the First, Fourth, Fifth, and Fourteenth Amendments or other statutory or unenumerated rights or whether the proposed use of the PII contained in the requested dataset/system may have an impact on those rights and liberties.  Stakeholders should bear in mind that even when the PII is not about U.S. citizens, some constitutional rights and liberties may still be implicated.
	8
	
	

	
	Stakeholders should gather the relevant statutes, regulations, and policies on the types of information requested, in coordination with the providing agency’s office of general counsel. 
	9
	
	

	b. Source and Context of the Data 

	
	Understand and describe the source and context of the data to be shared:  
· Explain how the information was collected and for what purpose.
· Whether it is raw or analyzed.
· Whether there are potential operational sensitivities.
· Whether the information consitutes terrorism information.
	9
	
	

	Sharing With the Intelligence Community [textbox]

	
	When an initiative contemplates sharing of information held by a non-Intelligence Community (non-IC) agency with an element of the IC, stakeholders should recognize that an IC element’s receipt of information does not necessarily mean that the element can retain that information for its use.  IC elements may retain information about U.S. persons only when the information is of a type authorized by Executive Order (EO) 12333 (Section 2.3) and only in accordance with any applicable Attorney General (AG)-approved Guidelines implementing EO 12333.  
	10
	
	

	
	Because datasets held by non-IC agencies are unlikely to contain exclusively terrorism information or other categories of national security information that EO 12333 contemplates, non-IC agencies should be aware that IC elements’ AG Guidelines generally authorize a period of assessment within which to determine whether the information received meets applicable criteria for collection and retention (e.g., relevance to mission, category of data).  Thus, it is important to consider, in particular, how the information may be protected during any such assessment period based on the specifics of that element’s AG Guidelines and the specific program or activity involved.
	10
	
	

	
	When sharing datasets that do not exclusively consist of terrorism information or other national security information under EO 12333, agencies should take particular care to consider how the IC element’s AG Guidelines apply to such sharing. 
· Developing ISAA terms and conditions in such contexts requires recognition of the legal, policy, and operational constraints on the IC participant’s receipt and retention of the information shared with it. 
· Therefore, appropriate legal counsel and officers responsible for protection of privacy and civil liberties should be engaged to consider how the IC element’s AG Guidelines apply to the specific information to be shared and the protocols for such sharing.
	10
	
	

	c. Accuracy

	
	One challenge to keep in mind is that in information sharing initiatives, the level of accuracy required to meet the purposes for which the providing agency collected the information for a given dataset may not be appropriate for the use proposed by the requesting agency for that dataset. Stakeholders should be watchful for these disparities between the accuracy requirements of the providing agency and the receiving agency. When accuracy may start at a lower level and develop over time, such as in the law enforcement investigatory context, the receiving agency should not use data for a purpose that requires greater accuracy than the level at which the data was collected without putting in place additional, appropriate protections to mitigate the potential impact on individuals (e.g., attempting to revalidate information against other agency holdings, labels to notify the recipient of known limitations on reliability or accuracy, verification by the receiving agency, redress procedures related to correction, and agency review). 
	11
	
	

	
	Stakeholders should also seek information from the receiving agency as to the types of safeguards that are currently applied to the data that would be shared.  
· The parties will need to consider whether the protections can be relied upon in terms of protecting the classes of data that would be shared or aggregated.
· If the protections would be inadequate, then the stakeholders should anticipate further discussion and analysis regarding the types of protections needed to ensure that those who are entitled to protections are in fact protected by the receiving agency.
	11

	
	

	C. Methods of Sharing or Aggregating 

	
	Stakeholders should analyze the various methods available for sharing or aggregating the requested information; these methods may include match/no match responses, account access, requests for information, and bulk transfer of extracts or entire datasets. These examples are ordered to reflect a hierarchy of P/CRCL impacts.
	11
	
	

	
	Before agreeing to bulk sharing of such data with other agencies, agencies should explore whether there are other means for satisfying mission need, such as providing individual account-based access to the native system of the data provider.  If, however, the determination is made that bulk sharing of data is necessary to meet mission need, then additional safeguards, audits, and oversight mechanisms beyond those normally applied may be appropriate to protect the data and to ensure proper oversight and accountability for the data once transferred. 
	12
	
	

	
	In making the determination as to which method of information sharing is most appropriate for a given circumstance, stakeholders need to consider the information they have gathered thus far regarding the proposed initiative:
· What is the nature of the data to be shared (e.g., USPER vs. non-USPER, terrorism information vs. nonterrorism information, accuracy and reliability, sensitivity of the fields, purposes for which the information was collected)?
· How would the data be used in the requesting agency’s particular programs/activities?  
· What role, if any, would the receiving agency play in the providing agency’s review or use of the data (e.g., would the receiving agency support one of the providing agency’s particular mission uses, such as screening)? 
· What safeguards are currently applied to the data by the providing agency?
· How will the stakeholders ensure that corrections are consistently applied?
	12
	
	

	
	Ensuring the technical feasibility and potential costs associated with the various types of sharing methods considered is critical. 
· Stakeholders will need to provide a clear description of the technical environments of the providing agency and receiving agency.
· They should also consider how the transfer of data will be tracked and how these metrics will be verified. 
· Stakeholders should consider the encryption method and process that should be used, identifying the tools, uses, and the process for providing encryption keys.
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	D. Desired Outputs

	
	In order to properly assess the potential impact of the initiative on P/CRCL, stakeholders should consider how the receiving agency would like to view and use the shared data.  
· What type of reports or query results does the recipient intend to produce?
· Does the shared data need to be reformatted or aggregated with other data?
· Does the receiving agency need all of the data elements of individual records, or only a subset?
New data formats or aggregated information will require additional analysis with regard to the potential impact on P/CRCL or additional safeguards or oversight measures.
	13
	
	

	                Mapping Data [textbox]

	
	Providing agencies should always ask whether a receiving agency intends to map individual or incident data across the agency’s area of responsibility. Even if the PII is removed or masked, significant civil rights and civil liberties concerns may be raised if the data is mapped based on categories that trigger heightened scrutiny, such as race, religion, or national origin.  Agencies should consult with their civil liberties advisors and legal counsel in developing the project and ensuring that appropriate safeguards are included in the ISAA and program concept of operations.
	14
	
	

	E. Appropriate Safeguards

	
	Considering the type and sensitivity of data to be shared (e.g., USPER vs. non-USPER), the method of sharing (e.g., account access vs. bulk data), proposed uses, and desired outputs and actions that may be taken on the basis of the shared information, stakeholders should consider the range of safeguards and consultation requirements.
	14
	
	

	
	Some types of safeguards and related information an ISAA should include are: 
· Applicable authorities for providing the information to the external recipient.
· Applicable authorities for the recipient to receive the information.
· Compliance with both providing agency and recipient privacy documentation, including PIAs and SORNs, if applicable.
· Safeguards that implement the Fair Information Practice Principles (FIPPs), to the extent applicable.
· Data breach notification procedures.
· Specified retention periods that are no longer than necessary.
· Procedures for correcting faulty data and providing redress.
· Technical, administrative, and physical security safeguard details.
· Agreement termination dates and procedures.
· Acknowledgement that the parties are members of the ISE and that the parties’ collection, use, maintenance and dissemination of PII under the agreement are consistent with each agency’s written P/CL protection policy.
· Designation of the entity or entities that will maintain original signed copies of the agreement and its appendices.
· Point-of-contact (i.e., position vice name that is responsible for handling administrative activities related to the agreement.
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	Other types of safeguards and measures that may be appropriate include: 
· Auditing terms to ensure compliance with the ISAA under consideration (e.g., audit logs, monitoring for anomalies in the system).
· Providing completed incident reviews to the providing agency.
· PII masking (i.e., depersonalization of data).
· Active/dormant data states.
· The process for and frequency of oversight or review meetings (e.g., quarterly, yearly).
· Dissemination limitations, especially where information has not yet been determined to constitute terrorism information.
· Data marking provisions to facilitate redress and coordinate operations.
· Training for handling of sensitive information, especially when the agency does not typically deal with that type of sensitive information (e.g., refugee information).
· Escalation procedures related to the scope of the agreement, interpretation of its provisions, unanticipated technical matters, and other proposed modifications.
	15-16
	
	

	
	Stakeholders should consider what limitations on dissemination are appropriate and necessary. It is important to understand the nature of the information intended to be shared, since certain types of information are protected by statute, regulation, or policy. The restrictions may include limits on the agencies with whom the data-providing agency may share; law or policy may limit the ability of the receiving agency to receive that data or to share that data with a third-party agency. Stakeholders should examine the relevant statutes, regulations, and agency policies for such restrictions.
	16
	
	

	
	ISAAs should specifically address whether the receiving agency may disseminate shared information without the providing agency’s prior approval and, if so, what type of shared information may be disseminated. Provisions  restricting third-party dissemination are especially important when the information to be shared is Protected Information and has not yet been determined to constitute terrorism information or other national security information;  the ISAA should address whether receiving agencies are permitted to share with third parties information that has not yet been determined to be properly within the ISE, what types of information might be appropriate to share, and what restrictions, if any, should apply.
	16
	
	

	IV. WHAT RESOURCES SHOULD ISAA STAKEHOLDERS CONSULT OR GATHER?  

	
	ISAA stakeholders should consult or gather a range of resources that will inform the development of an ISAA:
· Both partners’ ISE privacy policies, which set forth the mechanisms for implementing ISE Privacy Guidelines protections applicable to Protected Information.
· If they currently exist, information sharing agreements and any relevant interface control document(s)/agreement(s) regarding the data that delineates how the technical exchange of information occurs.
· Current PIA (if applicable) or SORNs for the data (if applicable). 
· Applicable treaties or other agreements that apply to the dataset or a subset of information within the dataset (e.g., Terrorism Finance Tracking Program; Passenger Name Record agreement).
· The agencies’ statutory and regulatory authorities.
· Any statutes, regulations, or agency policies that relate to sharing or handling of the dataset or subsets of information within the dataset. 
· Agency legal guidance and protocols, such as:
· Executive Orders (e.g.,  EO 12333)
· For elements of the IC,  EO 12333 implementing AG Guidelines and guidance
· Guidance Regarding Federal Law Enforcement Agencies Regarding the Use of Race, Ethnicity, Gender, National Origin, Religion, Sexual Orientation, or Gender Identity (December 2014))
· Agency information sharing process documents, if they exist
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	V. WHAT ARE SOME COMMON ISSUES OR ROADBLOCKS FOR AGREEMENTS?

	                 A. Compliance 
1. Can the Information Be Released to the Receiving Agency Under the Applicable Privacy Laws, Requirements, and Policies? 

	
	In order to determine whether the information sought may be released to the receiving agency, the stakeholders must assess whether the information is, first, subject to the Privacy Act and, second, whether it can be disclosed under written consent or an applicable statutory exception. One main exception to the Privacy Act’s prohibition on disclosure that would be relevant to sharing initiatives is the routine use exception. 
	19
	
	

	
	Stakeholders must analyze the routine uses for the system to determine whether the proposed sharing with a particular partner for a particular purpose is appropriate.  The question of whether sharing is covered under a routine use may come down to an interpretation of the breadth of a particular routine use.
	19
	
	

	
	The applicable PIA may need to be amended if the initiative would necessitate major changes that create new privacy risks.
	20
	
	

	
	If an existing collection of information with a completed PIA updates or changes its technology, even if the scope of the information collection remains the same, the information collection system should be reviewed in order to analyze whether any new privacy impacts of the technology have been created and whether the PIA should be updated or amended. The SORN covering the system must also be reviewed to ensure its continuing completeness and accuracy.
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	2. Does the Maintenance of the Data Support the Parties’ Missions?

	
	Under the Privacy Act, unless an exemption applies, “an agency shall maintain in its system of records only such information as is relevant and necessary to accomplish a purpose of the agency required to be accomplished by statute or by executive order of the President.”  It is important to ensure that both parties’ maintenance of the information support their own mission. 
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	Stakeholders should ask themselves whether less information (or less sensitive information) could accomplish the same result. Stakeholders should collaborate to determine what data elements are necessary to support the parties’ mission and whether other data elements may be excluded.
	21
	
	

	3. Is the Proposed Sharing Consistent With the Original Purpose of the Collection? 

	
	Under the Privacy Act, unless an exemption applies, agencies must provide a statement (a.k.a. “Privacy Act Statement”) when collecting information from individuals on the form or the Web site or other location where the information is collected, in order for later sharing to be consistent with the original purpose of the collection.  This statement provides notice to all persons who provide PII about themselves that the information will be stored in accordance with Privacy Act requirements and will be shared only in a manner consistent with Privacy Act limitations. This statement must include:
· The legal authority for collecting the information (e.g., statute, executive order, regulation).
· The purposes for collecting the information and how the agency will use it.
· The routine uses that may be made of the information (i.e., to whom the providing agency may disclose the information outside the agency and for what purposes).
· The effects on the individual, if any, of not providing the requested information (e.g., denial of benefits).
	21
	
	

	
	The stakeholders should consider whether there are policy reasons why this information should not be used in a data aggregation system or made available to a particular user.
	22
	
	

	
	Stakeholders should be mindful that a mixed systems policy limits the sharing of non-USPER information, similar to USPER information. 
	22
	
	

	4. How Long Should the Information Be Retained?

	
	Specific periods for retaining (using) the reference copies shared under the initiative should be set out in the ISAA, including the agreed-upon start and end dates. Appropriate retention periods vary based on the reasons for which the data is being shared, the type and sensitivity of the data shared, the method of sharing, and the authorities of the parties.
	22
	
	

	
	The first principle of establishing an appropriate retention period is that the data should not be retained for longer than required to fulfill the use for which the data is being shared. Stakeholders should also note whether there is a law, regulation, or policy that sets an outside limit for retention of the data or some subset of the data, e.g., special restrictions on the retention of information regarding refugees.
	22
	
	

	
	Stakeholders should note the length of time the providing agency retains the data in its system of records. It should not be assumed that the receiving agency necessitates the same retention period as that of the providing agency. Other policy or FIPPs considerations may establish a more restrictive retention period than what is legally permissible.
	22
	
	

	
	When a sharing initiative involves the providing agency sharing information so the receiving agency may make a determination as to whether the information is relevant to their mission needs, the retention section of the ISAA should specifically address three factors: 
· How long the receiving agency may take to make that determination.
· How long it may retain the data relevant to its mission. 
· How it must dispose of the information that is not relevant to the mission.
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	The receiving agency should make clear to the providing agency why the providing agency needs the time it has requested to make a determination as to whether the information is relevant to its mission needs, so the providing agency may assist in determining the appropriate period for making the determination and the providing agency may amend its privacy documentation to disclose to the public the drivers behind the temporary retention of the data. 
	23
	
	

	
	The receiving agency should make clear whether records will be retained for varying lengths of time based on mission, whether all records will be retained in order to create a baseline by which to potentially detect anomalous behavior, or whether it desires to retain all records for the maximum period its authorities permit because of the possibility that at any point in time new information may reveal a previously undetected link to its mission need.
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	5. What Are the Notification Requirements Should There Be a Data Breach? 

	
	Data breach procedures should be included in all ISAAs. The ISAA should address not only the data breach notification requirements that will apply to the initiative but also whose breach notification policy controls. 
· With respect to the notification requirements, the parties should address the timing required for the notification, which agency should receive notification, and how the notification should be made.
· It is critical that the ISAA clarify whose policy would control in the event of a breach because the agencies’ policies and procedures may be significantly different, especially when the initiative involves IC agencies and non-IC agencies.
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	6. What Accountability Measures Are Needed?

	
	The parties should consider whether the agreement should impose a requirement to cooperate in compliance reviews conducted by the other agency or, alternatively, whether the providing agency could obtain a copy of any compliance reviews conducted by the agency holding the data.
	24
	
	

	
	It is a best practice to exchange accountability information to ensure compliance with applicable laws and ISAA requirements.  
	24
	
	

	
	The restrictiveness of specific safeguards should be commensurate with the potential P/CL impact of the initiative.
	24
	
	

	
	Stakeholders should consider the downstream effects of the use of this information on an individual (e.g., individual cannot travel at all versus one in which he or she is delayed in travelling).  An analysis of these factors should also inform the stakeholders’ decisions in terms of the appropriate parameters of auditing (e.g., internal or external, random or scheduled audits, use of audit logs to provide the capacity to find anomalous use). 

	24
	
	

	7. How Long Should the Agreement Persist?

	
	ISAAs should specify a specific termination date, not to exceed five years from the date the agreement is executed. 
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	B. Legal 
1. To the Extent That the Privacy Act Applies, Whose SORN Applies to the Shared or Aggregated Information?  

	
	The question of whose SORN applies to the information, once shared, would depend upon whether the information is “maintained” in a “system of records” for purposes of the Privacy Act.  The providing agency’s SORN always applies to the initial question of whether the information may be shared; however, as noted in Section III.B.2, the SORN of the receiving agency is often also significant. 
· The parties should reach agreement about which SORN applies to the data at which point in time.
· This SORN coverage should be documented in the ISAA.
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	If the information sharing initiative contemplates replication and transfer of records to the receiving agency (e.g., through bulk transfer), stakeholders must determine whether the destination system of records appropriately can reflects that it covers the type of information that is intended to be shared.  
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	If a collaborative environment is planned (i.e., several agencies are contributing to a shared space), then each agency must separately analyze its privacy policy and/or Privacy Act obligations to ensure compliance with applicable statutory and policy requirements.
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	When federal and state, local, tribal, and territorial agencies enter into an information sharing relationship, the obligations of the parties vis-à-vis the information should be clearly set forth in the ISAA.
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	A receiving agency that enters into an information sharing relationship should also ensure that it will apply all available exemptions under both the Freedom of Information Act (FOIA) and Privacy Act, consistent with how the providing agency applies the same exemptions. For example, information originally compiled for law enforcement purposes, even when recompiled into a non-law enforcement record, would not lose its exempt status, and the terms of the ISAA should clearly describe the nature of such information.
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	2. Who Is Responsible for FOIA/Privacy Act Requests and What Is the Process for Handling?

	
	The ISAA should describe the arrangement for handling FOIA requests. 
· The parties will need to understand how to coordinate the development of a response and any production of or access to records.
· Regardless of who administratively processes the request, in the absence of an arrangement, when information is transferred in bulk from a non-IC agency to an element of the IC, the providing agency typically makes the disclosure determination.  Also, given the nature of some of the information shared through the ISE (i.e., sensitive law enforcement or intelligence information), coordination of any response or production of records by the non-IC element with the law enforcement or IC element is essential, so that sensitive investigative, prosecutorial, or intelligence equities are not compromised.
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	3. Obligations in Case of Litigation

	
	The ISAA should clearly delineate the responsibilities of the providing and requesting parties in the event of litigation arising from the information sharing initiative(s). 
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	4. Obligations Vis-à-Vis Applicable Redress Programs

	
	Each agency participating in the ISE, consistent with its legal authorities and mission requirements, is required to provide “redress” (i.e., a procedure for addressing complaints relating to Protected Information in the ISE). The ISAA will need to delineate the parties’ respective obligations relating to redress, identifying which agency’s complaint/review procedures would be used and what the process would be for addressing such complaints (e.g., alleged racial, ethnic, or religious profiling; retention in the ISE of information that has been expunged or determined to have been illegally collected).
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	The redress procedures contemplated by the ISE Privacy Guidelines, addressed in the parties’ respective ISE privacy policies and incorporated by reference into the ISAA, must cover situations involving complaints that implicate Protected Information in the ISE.
· The responsible party must have procedures in place to identify those complaints that are related to Protected Information in the ISE (i.e., Protected Information that originated with the responsible party or was obtained through the ISE).
· The responsible party must then coordinate with all involved agencies to investigate and correct (or remove) any identified information deficiencies.
· The process must also ensure that the complaints are brought to the attention of the responsible party’s ISE P/CL Official (or designee) in accordance with agency policy.
· When a complaint/review process is required by international agreement, special procedures may be employed for foreign nationals (to the extent that such details are not spelled out in the agreement).
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	The ISAA should also require the receiving agency to appropriately mark or otherwise be able to track the shared information so that the redress program is effective, and even where no complaint has been made, the providing agency can provide the receiving agency with correction or updates to the data, if appropriate.
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	The ability to identify and correct faulty or out-of-date data is key to providing effective redress. When an ISAA also permits the receiving agency to share with a third agency, the ISAA should include appropriate marking and handling provisions so that the third agency understands the origin of the data and any limitations on its use or concerns regarding its accuracy.
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	5. Include a Comprehensive List of Definitions

	
	As with any legal document, key words and phrases used in the ISAA must be identified and defined in the agreement. The stakeholders will need to work closely with their P/CL officials, as well as their legal counsel, to ensure that key terms are defined in a manner that is consistent with law and accurately reflect the intentions of the parties.
[bookmark: _GoBack]
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	VI. FINAL STEPS

	
	Once the appropriate stakeholders have the ISAA in a final draft that is amenable to both parties, the stakeholders need to ensure that they understand the effect of the agreement upon signing.
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	Stakeholders should understand the following:
· How data will be delivered to the receiving agency.
· How it will be tracked.
· How these metrics will be used to determine the extent to which that data recipient’s records agree with the data provider’s counts.
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	The data provider and receiving agency should have the technical measures to implement the agreement in place before data is shared. 
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	The parties may also wish to recite in the ISAA the caveat that the agreement is intended to improve internal management of the federal government and does not in itself create any enforceable rights or benefits.  
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	The parties should determine whether there is an internal agency repository of ISAAs they need to contact upon signing of the agreement and what, if any, additional internal or external stakeholders should receive a copy of the signed agreement.  
	28
	
	

	
	All stakeholders should be sent a final copy of the agreement.
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